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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 306130 
ORIGIN OC-06 

INFO OCT-01 EUR- 1 2 ISO-OO CCO-OO SY-05 /024 R 

DRAFTED BY OC/S:W P CAMUTFAEM 
APPROVED BY A/OC:W E NAEHER 
OC/S:D LACHMAN (ACTING) 

SY/FO: LARKE (BY PHONE) 

A/OC-EUR:D E SEDLACEK 
EUR/EX/PMO:E M BOROUGH 
SY/T:C PELCZYNSKI (BY PHONE) 

003965 231617Z/53 

O R 231610Z DEC 77 
FM SECSTATE WASHDC 
TO AMEMBASSY WARSAW IMMEDIATE 
INFO AMCONSUL FRANKFURT 
AMEMBASSY BONN 

CONFIDENTIAL STATE 306130 

FRANKFURT FOR RSS, RTC, BONN FOR RCO 

E.O. 11652: GDS 

TAGS: ASEC, AFAC, AFSP 

SUBJECT: EMSEC SECURITY - ELECTRIC TYPEWRITER MODIFICATION 
REF: (A) WARSAW 9127 (B) STATE 298416 

1 . AS IT IS NOT THE RESPONSIBILITY OF SEABEE PERSONNEL TO 
INSTALL SECURITY MOTORS IN ELECTRIC TYPEWRITERS, THE OFFICE 
OF SECURITY/NSU ARE APPREHENSIVE. HOWEVER, PERMISSION IS 
GRANTED FOR THE RESIDENT SEABEE TO COMPLY TO POST REQUEST. 

2. POSSIBLE LOSS OF INTELLIGENCE USING NON- APPROVED 
ELECTRIC TYPEWRITERS MAJOR FACTOR BEHIND PERMISSION TO 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 306130 

PERMIT LOCALS TO INSTALL SECURITY MOTORS. BASIC EMSEC 
POLICY FOR EASTERN EUROPEAN POSTS HAS NOT BEEN CHANGED. VANCE 
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Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 22 May 2009 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE306130 

Document Source: CORE 

Document Unique ID: 00 

Drafter: W P CAMUTLAEM 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D770479-1185 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t1 9771 221 /aaaaaqyf. tel 

Line Count: 57 
Litigation Code IDs: 

Litigation Codes: 
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Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
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Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 78 WARSAW 9127, 78 STATE 298416 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 10-Mar-2005 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 137341 
Secure: OPEN 
Status: NATIVE 

Subject: EMSEC SECURITY - ELECTRIC TYPEWRITER MODIFICATION 
TAGS: ASEC, AFAC, AFSP 
To: WARSAW 
Type: TE 

vdkvgwkey : odbc://SAS/SAS.dbo.SAS_Docs/91 b7cafd-c1 88-ddl 1 -92da-001 cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



